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INTRODUCTION

The Know Your Enemy paper series is a collection of professional papers designed to provide in-depth
insight into current security threats, as well as technical discussions of the application and analysis of new
research tools and technologies. The focus on technological challenges and solutions is critical to improve
security, though it is also vital to recognize the human element behind any technical attack. Attackers have
various motives, skills, and relationships, though these may often be ignored when focusing on security solutions
to defeat their efforts. The human element must, however, be given greater consideration in order to improve our
knowledge of all facets of attackers. In fact, individuals can engage in attacks from around the world and target
any resource from critical infrastructure to financial institutions using varied techniques. Though a substantive
body of research examines both the continuing evolution of attack techniques in the attacker community and
technical solutions to mitigate these tactics, there is a relative lack of research on the social dynamics and human
aspects behind these actions. Such information is vital, however, to improve our understanding of the nature of
attackers around the world. In this paper, we will explore the various facets of the global hacker community,
including the distribution of skill, social relationships between actors, and common motives of attackers. We will
also explore the prospective future of attacks and attacker behavior in order to improve our general understanding
of the hacker community.

The Composition of Skill in the Hacker Community

The development of the Internet and modem technology transformed the nature of hacking from local
computer enthusiasts working together to share information into a worldwide network of skilled and unskilled
actors with diverse interests and capabilities. While there are myriad definitions for hacker (Bachmann, 2010;
Jordan & Taylor, 1998; Schell & Dodge, 2002; Taylor, 1999), the most comprehensive and accurate terms identify
hackers as individuals with an interest in technology who use their knowledge to access computers and devices
with or without authorization from the owner (Schell & Dodge, 2002). This definition recognizes that hacking
involves an application of knowledge and may done legitimately with permission from a system manager, or
maliciously without approval. It is unknown how many individuals are actually involved in hacking due to the
secretive nature of this subculture. For example, Jordan and Taylor (1998) estimated that there are at least
100,000 hackers worldwide, though this figure has undoubtedly increased substantially over the last 15 years.
Despite difficulties in quantifying the hacker population, there is substantive evidence that the hacker community
is a strong meritocracy where individuals are judged on their skill and ability to manipulate technologies in ways
never before seen or intended. Those who can devise unique tools and identify new vulnerabilities garner respect
from their peers and develop a reputation for skill and ability within the subculture.

The distribution of skill within the hacker community is pyramidal in nature (see Figure 1). At the top
resides a very small number of skilled actors who have substantive abilities to identify new vulnerabilities, create
exploits, and implement new programs that can be used for various attacks. These individuals are what Holt and
Kilger (2008) refer to as “makecraft” hackers because of their capacity to make whole-cloth tools that otherwise
did not exist. Other researchers may call these individuals elite hackers, or black/white/grey hat hackers (Furnell,
2002; Jordan and Taylor, 1998) depending on their ethical outlook. Attackers that possess these high level skills
pose the greatest threat because they have both the creativity and knowledge base to identify unknown exploits
and unusual attack vectors that may have been otherwise ignored.
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Below these high skill actors resides a larger population of semi-skilled actors who can recognize and use
various tools and exploits, though they often do not have the technical proficiency or interest to generate these
tools on their own. As a result, they may utilize tools and tactics from the makecrafters in order to engage in
various attacks. These individuals may also be called “techcrafters” as they can implement and adapt existing
tools to suit their needs, but generally do not create these tools on their own (Holt & Kilger, 2008). This
population of hackers have become extremely important in the hacker community over the last decade with the
emergence of malware and stolen data markets (Chu, Holt, & Ahn, 2010; Franklin, Paxon, Perrig, & Savage,
2007). The middle tier of skilled hackers can often buy tools from extremely proficient actors, and apply these
resources in the course of attacks. In turn, the information or data they acquire can be resold to others for a
profit.
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Figure 1: The Distribution of SKill in the Hacker Community

Finally, the bottom of the pyramid is populated by low or unskilled hackers who may otherwise be
referred to as script kiddies or noobs (Furnell, 2002; Jordan & Taylor, 1998). These actors have little
understanding of the mechanics of an attack or compromise, and depend entirely upon the ingenuity of other
hackers in order to engage in attacks. They recognize and value engaging in different compromises, but do not
have a functional appreciation for the ways that an exploit actually impacts system processes. As a consequence,
their attacks are often of little consequence and pose at best a nuisance to computer security personnel and
administrators.

At the same time, script kiddies can serve as an attack point for more skilled hackers. For instance, many
script kiddies will download copies of existing malware in the hopes of using it for their own agendas. These kits
may, however, be joined with rootkit malware to infect that script kiddie’s computer by a more skilled actor (see
Chu et al., 2010). In turn, these infected computers can be used as an effective launch site, or monitored in order
to mask the activities of skilled hackers. In addition, these infected computers may act as an early warning system
for more skilled hackers. When authorities investigate the script kiddie, this alerts the more skilled hacker that
they may need to move on from this source and alter their malware coding in the process to reduce the likelihood
of detection.

It is also important to note that the emergence of the on-line black market have enabled low skill attackers
to pay for hacking services managed by moderate and highly-skilled actors. For instance, a mid-tier hacker
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operating a large botnet can lease out their infrastructure to others for DDoS attacks, spam distribution, or proxy
servers to low or unskilled actors. This means the script kiddie can now more effectively engage in attacks while at
the same time create a lucrative business model for the more proficient actors in the community (see Chu et al.,
2010; Holt & Lampke, 2010). This evolution in information sharing and resource generation has had a profound
impact on the hacker community, and on the nature of computer security and investigation as a whole.

The Global Distribution of Skill

The distribution of skill appears to be somewhat consistent in industrialized nations including China,
Russia, the United States, and other early adopters of the Internet. Itis not clear, however, if these populations
are truly equal across place. For instance, there are certain attacks that can be regularly associated with actors
from a given nation, such as the use of web defacements by hackers in Turkey, Pakistan, and India (Holt, 2009b).
Similarly, there is substantive evidence that a number of actors in Brazil, China, Russia, and Romania are involved
in the creation and distribution of malware and sophisticated zero day exploits targeting financial institutions and
government agencies. As a consequence, there is a need for substantive research to assess the size and skill of
hacker populations across place. A small number of studies have tried to accomplish such a task with extremely
limited success such as Chiesa, Ducci, and Ciapi (2008) recently attempted to survey a wide population of hackers
across the globe. They received 216 completed surveys from over 20 countries, though the participants were not
evenly distributed across geographies and had to voluntarily participate. As a result, this large sample is not likely
representative of the larger hacker community, especially active criminal hackers. Thus, there is a need for
expansive study in this area to identify the distribution of ability within and across different geographies.

Itis also not clear how hacker populations in nations that have just come on-line in the last decade, such
as northern and central Africa and parts of Latin America, may engage in different forms of attacks. Since the
Internet enables geographically dispersed groups to share information and attack tools, it is plausible that it will
take less time for emerging hacker communities to expand their overall efficacy. Kilger (2007) has suggested that
there is a potential emerging serious threat as a consequence of some of these developing countries coming online.
Countries where there are a large proportion of individuals living in poor economic conditions with little hope of
mobility and significant amounts of time on their hands and a digital window into a global economy with
electronic access to vast amounts of capital would seem to be a fertile breeding ground for cybercriminal activity.
This is evident in the emergence of 419 scammers operating out of Nigeria and other parts of Africa where
economic opportunities are scarce and success can be made through persistent operations against victim
populations (Adineran, 2007; Holt & Graves, 2007; King & Thomas, 2010; Warner, 2011).

In fact, Holt (2008) tracked the creation of various pieces of free malware moved across multiple nations
with attribution to various creators in a relatively short period of time. One stand-alone DDoS attack tool called
Try2DDOS which was created by a French hacker appeared as a download in diverse hacker sites across the globe,
including Argentina, China, Ecuador, Guatemala, and Russia (see Figure 2). This demonstrates that hacker
groups look at websites across disparate geographic places in order to find new tools, and will share resources
with others when it appears to be effective. In turn, this exchange of exploits may enhance the skill-sets of hacker
communities over time as they study the exploit examples they have acquired and may facilitate and accelerate the
evolution of more highly skilled hacking groups at a faster pace than seen in previous decades.
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Social Relationships in the Hacker Subculture

Hackers are not born, but rather emerge slowly from the confluence of native technical aptitude, access to
technology, and prolonged virtual and face-to-face socialization with others who share similar norms and values.
Often researchers focus upon virtual socialization experiences that help instill the norms and values of this
subculture, but some of the most important relationships develop in face-to-face settings (Holt, 2007). The
different environments in which these social processes occur play an important role in the early formative years of
persons who eventually identify themselves as hackers. In this section, some of the social processes and forces
involved in shaping both hacking and the hacker community are discussed.

The importance of technology for hackers often emerges early in youth. Many who become involved in
the hacker community report developing an interest in technology at an early age. Hackers report gaining access
to computers in their early teens or even younger for hackers in the late 1990s to the present (Bachmann, 2010;
Holt, 2007). Simply utilizing computers in public cafes and schools can also help pique a hackers' interest in
technology (Holt, 2009b). In fact, in nations where home Internet access is expensive, like Turkey and Iran,
hackers often report using computers in cafes and other public locales in order to connect with others. Identifying
peers who share their affinity for technology on or off-line is also extremely valuable because it helps to maintain
their interests.

On-line Relationships

Hackers maintain loose peer associations with individuals in on-line environments that may be useful in
the development of their skill and ability (Holt, 2009, 2010; Holt & Kilger, 2008; Meyer, 1989; Schell & Dodge,
2002; Taylor, 1999). There are myriad communities operating via computer-mediated communications across
the globe for hackers at every skill level to identify others who share their interests, including Internet Relay Chat
(IRC), forums, blogs, social networking sites, and other on-line environments (Holt, 2007, 20093, b, 2010).
Hackers have operated in Bulletin Board Systems (BBS) since the late 70s and early 1980s to provide information,
tools, and techniques on hacking (Meyer, 1989; Scott, 2005). The content was posted in plain text, and
occasionally featured images and art made from ASCII text, in keeping with the limitations of technology at the
time. These sites allowed asynchronous communications between users, in that they could post a message and
respond to others. In addition, individuals hosted downloadable content including text files and tutorials, though
some also hosted pirated software and material called warez (Meyers, 1989). The BBS became an important
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resource for new hackers since experienced technology users and budding hackers could share detailed
information about systems they explored and discuss their exploits (Landreth, 1984).

The BBS allowed hackers to form groups with private networks and password protected boards to keep
out the uninitiated and maintain privacy (Landreth, 1984; Meyer, 1989). Closed BBS were initially local in nature
based on telephone area codes, but changed with time as more individuals obtained computers and sought out
others on-line. Local hacker groups grew to prominence as a result of BBS based on their exploits and intrusions
into sensitive computer systems, such as the Masters of Disaster and the Legion of Doom (Slatalla & Quittner,
1995). As aresult, it is common for modern hackers to belong to multiple forums and websites in order to gain
access to pivotal resources on-line (see Figure 3; Holt et al., 2009).

As on-line communications services evolve, so too do the communication practices of hacker groups. In
fact, the global distribution of the hacker population has resulted in regional variations in CMCs based on local
preferences. For instance, Russian hacker groups appear to utilize IRC, forums, and some social networking sites
like Vkontakte or LiveJournal in order to connect with others (Holt et al., 2009), though they utilize 1CQ for
instant messaging and private exchanges (Chu et al., 2010). Turkish hackers, however, prefer MSN messenger,
forums, and email and find IRC to be of limited value (Holt, 2009b). Finally, some Chinese hackers appear to use
Baidu and QQ more frequently in order to communicate (Holt, Soles, & Leslie, 2008). Thus, security researchers
and law enforcement must consider the local communications preferences of a given nation in order to properly
investigate malicious actor groups.

In addition, communication services can aid in the identification of links between hackers within and
across various groups. In fact, some hackers maintain membership in multiple hacking groups and identifying
friendship networks can provide important clues to the social dynamics of both intra-group as well intergroup
interactions. Figure 3 below illustrates social ties among a number of active Russian hacking groups. The
thickness of the connecting line represents the strength of social ties and communications among the different
groups (Holt et al, 2009).

BH Crew Hackzona

RU Hack

Figure 3: Visualized Relationships between Participants in Russian Hacker Forums (from Holt et
al. 2009)

Itis also important to note that there are variations in the way that hacker groups share information with
others. Skilled hackers may create and post tutorials or how-to manuals on various topics ranging from the use of
certain exploits to techniques involving credit card fraud and data manipulation (Chu et al., 2010; Holt 2009b).
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The emergence of video sharing sites like YouTube has also enabled individuals to create detailed guides on attack
techniques. In fact, the Turkish hacker Iscorpitz regularly posted videos detailing how he performed mass web
defacements against various targets (Holt, 2009b). Additionally, Turkish hacker groups regularly create videos
featuring images of the websites they deface along with shout outs to the members of their group and others who
they feel deserve respect (see Figure 4; Holt, 2009b).

FF-Secure forum is currently closed. - Mozilla Firefox

File Edit Wiew Hetory Bookmarks Took  Help

e S X ﬂ} | hietpef fForum, F-secure comfdoven, 2sp

HACKED BY TURKISH NATIONALIST AND
REPUBLICAN HACKER GROUP

We are patriot, Turkish Nationalist and republican hacker group.
urkish Hacker Groun's Princinles and Aims which is named

Figure 4. An Example of a Turkish Defacement

Off-line Relationships

In addition to on-line relationships, hackers often report close peer associations with individuals in the
real world who are interested in hacking (Holt, 2009a, b; Meyer, 1989; Schell & Dodge, 2002). These networks
may form through schools or casual associations in community groups. One of the more unique ways that social
connections may form are through hackerspaces, which emerged over the last decade as a way for individuals with
knowledge of technology to come together in order to share what they know with others in the real world
(Hackerspaces, 2011). A hackerspace incorporates aspects of the modern maker movement of creating innovative
and unique devices, along with elements of the hacker community from the 1960s and 70s emphasizing the free
exchange of information and the use of technology to bring about change, art, and beauty (Hackerspaces, 2011).
There are now over 500 hacker spaces operating around the world, often in warehouses or large buildings rented
by non-profit groups in order to give individuals a chance to experiment with various new technologies in an open
and encouraging environment (see Figure 5; Hackerspaces, 2011). These hackerspaces also serve as mentor
centers where more experienced and skilled individuals occasionally visit and provide informal as well as more
structured mentoring sessions and opportunities for less skilled individuals. These interactions stimulate interest
in technology and expand individual social networks for hackerspace members as well as providing a more
heterogeneous environment in terms of skill levels to a larger number of people who share their interests.

Peer relationships can also form through participation in more traditional hacker groups such as those
found in the local affiliates of national and international hacker groups, like the 2600 and DefCon, or DC groups
(Holt, 2009a). For example, local 2600 groups began to form around the publication of the underground
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hacker/phreaker magazine of the same name in the early 1980s (2600, 2011). These chapters operate in order to
connect interested individuals together to share their knowledge of computers and technology with others.
Chapter meetings are often held in shopping malls where gatherings of individuals were not unusual, and afforded
early hackers the opportunity to observe the approach of law enforcement or other security officials in order to
avoid apprehension.

(https://www.noisebridge.net/images/a/ad/Noisebridge_at_night.jpg)
Figure 5: The Noisebridge Hacker Space in Action

There are also a number of regional and national conferences in the United States and Europe focusing on
hacking and computer security (Holt, 2009b). They range from regional cons organized by local groups, such as
PhreakNIC in Nashville, Tennessee and CarolinaCon in Raleigh, North Carolina, to high profile organized
meetings arranged by for-profit industries like DefCon. In fact, DefCon has been held since 1993, and is now one
of the preeminent computer security and hacking conferences in the globe (DefCon, 2011). This conference draws
in speakers and attendees from law enforcement, the intelligence community, computer security professionals,
attorneys, and hackers of all skill levels for discussions on a range of topics from hardware hacking, phreaking,
cryptography, privacy laws, and the latest exploits and vulnerabilities in everything from ATMs to cell phone
operating systems (Holt, 2007). In fact, there is evidence that individuals in the hacker community attend
mainstream security conferences. For instance, the Black Hat conference series that occurs each year just a few
days prior to DefCon in Las Vegas draws in members from the security and hacker community alike. It is not
uncommon for members of the community to have a speaking engagement at Black Hat which can pay an
honorarium which in turn helps defray their expenses Las Vegas in general and DefCon more specifically. Being
an active participant at these more mainstream conferences and contributing to the knowledge of the information
security community at those venues is not an unusual pattern for a non-trivial segment of the hacking community.

In addition, hacker conferences serve a very important function in reducing conflict within the
community. Typically, communications between hackers occur through computer email, IRC, chatrooms and
other communication channels which do not provide the verbal and non-verbal cues needed to help communicate
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one’s position in a status hierarchy. The lack of verbal and nonverbal cues have been hypothesized to encourage
status conflict within the hacking community, often taking the form of “flaming” and other disparaging types of
activities (Holt, 2007; Kilger, 2004). Communications between individuals at conferences can, however, provide
verbal and nonverbal cues related to negotiating one’s position in the local and more global status hierarchy
within the hacking community (Holt, 2009a). In turn, hackers can sort out status differences and significantly
reduce conflicts that can arise in on-line communications. In addition, participants can and do connect with one
another outside of panels and sessions by sitting down at tables and in hallways to drink and talk. Itis common to
see people sharing files and discussing ideas with one another. Thus, cons play an important role in sharing
information about technology and connecting hackers in the real world which might not otherwise happen in on-
line environments. At the same time, conventions can serve as social unity building mechanisms among
individuals and thus promote more social cohesion across the hacking community at large.

Motivations for Hacking

In keeping with the range of skill evident in the hacker community, there are multiple motives for hacking
that reflect various elements of the hacker subculture. One of the most cited discussions suggests that there are
six key motives in the hacker community: entertainment, ego, status, entrance to a social group, money, and cause
(Kilger, Stutzman, & Arkin, 2004). Motivations may vary across time and place such that what is a driving force
in one country may be nominal in another. In addition, an individual may be motivated by multiple factors at any
given point in time, making it difficult to identify a single motive that may affect participation in a cyberattack
(Kilger, 2010). For example, both white hat and black hat hackers share these motivations, though the only
difference between these groups is the nature of the outcome of their attack. Specifically, a person may be
motivated by money or political agendas regardless of whether the result of the hack is malicious, illegal, or the
outcome is hormative and approved of by society in general.

Entertainment

Entertainment is a motivation that has remained constant in the hacker community since the emergence
of computer technology (Kilger et al., 2004; Kilger, 2010). The intense desire to understand technology means
that hackers will play around with technology for fun in order to learn how these resources work, and identify the
limits of any piece of hardware or software. When the concept of hacking emerged in the 1950s, individuals at
MIT engaged in hacks while goofing off, and for fun in the manipulation of technology (Levy, 2001). In the 70s
and 80s, individuals frequently used hacking techniques to explore telephone systems and computers to
understand the largely unknown landscape of connected computers. Cap’n Crunch’s successful attempts to phone
phreak with a toy whistle were both for fun, and as an experiment in exploration (Furnell, 2002). This desire to
play with technology for entertainment purposes is also evident at hacker conferences like DefCon (Holt, 2007).
Attendees can engage in a variety of contests to develop new technologies or hack existing tools to rapidly cool
beer or hack cars in order to better optimize the tuning and operating system of the vehicle (Holt, 2007). Even
some malicious hacks can serve as entertainment because the actors can laugh at their achievements (Holt et al.,
2008).

Recently, the entertainment derived from some hacks relates to the concept of “lulz.” One apt definition
explains lulz as a variation of ‘LOL’ or ‘laugh out loud,” where individuals find joy in disrupting another’s
emotional equilibrium (Schwartz, 2008). In fact, a new hacking group calling itself LulzSec began a series of
attacks on a number of different types of targets in 2011 including Sony, Fox News, gaming websites for Minecraft,
as well as government sites such as the public website for the Central Intelligence Agency and the official U.S.
Senate website. LulzSec has on numerous occasions stated that their actions were motivated simply by the lulz
involved in the attack and has even turned down financial rewards for its hacking efforts. The artwork that the
group chose to publish on the Internet often incorporated elements of this particular variation of
entertainment/humor (see Figure 6). While their actions appear to be primarily motivated by entertainment,
there are also elements that involve chiding their targets for their lack of security and taunting agencies involved
in the investigation of LulzSec. In fact, the short-lived path of LulzSec might be rooted in the nature of their
motives for attacks. If the objective of their attacks are to humiliate and disrupt the emotional equilibrium of
targets, repeatedly engaging in attacks may quickly remove the novelty and lulz. In addition, the familiar practice
of taunting its victims may also hasten the demise of LulzSec in that disclosure of information can assist law
enforcement authorities in deducing clues about the identities of the members of the group.
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(http://greyhat-security.com/lulzsec-releases-sony-developer-network-source-clears-irc-exposure)
Figure 6: An Example of LulzSec Imagery

Entertainment can also be linked to the motivation of ego based on the psychological and emotional boost
a person may feel after the successful completion of a hack (Kilger et al., 2004; Kilger, 2010). Since the hacker
subculture is a meritocracy, the sense of satisfaction and social rewards an individual may gain from their peers
may serve as a key motive for hacking (Holt, 2007; Jordan & Taylor, 1998; Kilger, 2010; Taylor, 1999). For
instance, individuals report feeling good when they are able to make a program function properly or identify a new
vulnerability in software or hardware (Holt, 2007; Voiskounsky & Smyslova, 2003). The more difficult or elegant
the attack or exploit, the more positive effects the attack has upon the person doing the hacking. Additionally,
individuals receive positive feedback from others when they post useful or new information in forums and on-line
communities (Chu et al., 2010; Holt, 2007). The social support individuals receive from such comments may
increase an individuals’ sense of personal value, and in turn makes ego a critical motive for some hackers over
time.

Ego

Another critical motive related to ego is status garnered from hacking (Kilger et al., 2004). Individuals
can generate substantive respect and recognition from others based on their ability to hack hardware and software
in novel ways (Holt, 2007; Jordan & Taylor, 1998; Taylor, 1999). Individuals may gain status through the theft or
acquisition of sensitive information, like Kevin Mitnick who became a legend in the hacker community because of
his technical skill and ability to run from the law. This desire for status must often compete with the norm of
secrecy as an individual must often reveal how their attack was completed or share stolen information through the
underground to vet their claims. The disclosure of information reduces the hidden nature of the attack method
used or can generate unwanted attention from law enforcement agencies (Holt, 2007; Taylor, 1999). Thus, the
repetition of status-based malicious activity may be hard to maintain over time without substantially increasing
the risk of arrest or sanction (Holt, 2007; Taylor, 1999).

Entrance to a Social Group
Hacking skills can also be useful in order to gain entrance to various groups, whether for malicious or
non-malicious activities (Kilger et al., 2004; Kilger, 2010). This issue is longstanding, going back to the early

The work is licensed under a Creative Commons License.
Copyright © The Honeynet Project, 2012

Page 9 of 17


http://creativecommons.org/licenses/by-nc-sa/3.0/http:/creativecommons.org/licenses/by-nc-sa/3.0/�

THE HONEYNET PROJECT® | KYE paper-DRAFT

BBSs of the 80s, and is deeply intertwined with the importance of technology and knowledge (Holt, 2007; Jordan
& Taylor, 1998; Taylor, 1999). In the 80s and 90s, individuals who developed and applied their skills in unique
ways generated attention from highly skilled actors in the hacker community (Holt, 2007; Meyer, 1989). Those
who could demonstrate their skill would receive invitations into closed BBS and forums where highly skilled
actors could better assess their talents (Kilger, 2010; Meyer, 1989). In turn, they may receive access to tools and
information that were otherwise unavailable, like pirated software and games.

The increasing specialization of technology, including software, hardware, and cellular telephony since
the late 90s has made it difficult for hackers to truly understand all facets of emerging modern digital
technologies. Hackers are now increasingly specialized in programming languages, platforms, and devices,
creating pools of skill where individuals have certain proficiencies that others do not possess (Kilger, 2010; Kilger
etal., 2004; Meyer, 1989). As such, a hacker with a certain demonstrable programming skill or knowledge set
may be integrated into a group in order to expand their overall capacity. For instance, Holt, Soles, and Leslie
(2008) identified Russian and Chinese hacker groups whose members had different programming skills, but
worked together to create exploits and tools with distinct applications against various targets. In turn, skill and
ability are an increasingly important way that individuals are indoctrinated into hacker groups.

Money

The motives of money and cause are more modern in nature and have grown from shifts in the use of
technology and its penetration across society. For example, money as a motivation was much less common among
hackers through the 1980s due to the limited volume of digital information and materials available, the lack of
networked computers and servers, the stigma then attached to hacking for money, and the attractiveness of
competing motivations (Kilger, 2010). The increased dependence on technological resources in the public and
private sectors since the development of the World Wide Web has dramatically increased the amount of sensitive
financial and personal information now available on-line (Franklin et al., 2007; Holt & Lampke, 2010; Newman &
Clarke, 2003). As a result, modern hackers frequently target retailers and financial institutions through the use of
phishing attacks (Huang & Brockman, 2010; James, 2005) and large scale data compromises (Holt & Lampke,
2010).

Data acquired through different forms of attack are increasingly sold through open markets to generate a
profit for hackers (Chu et al., 2010; Franklin et al., 2007; Holt & Lampke, 2010; Motoyama, McCoy, Levchenko,
Savage, & Voelker, 2011). Individuals regularly sell credit card numbers, bank account information, login
information, and other related financial service products (see Figure 7; Holt & Lampke, 2010). Similarly, active
malware and botnet infrastructure can be leased or purchased directly from the operators for a lost total cost (Chu
etal., 2010; Motoyama et al., 2011). These markets enable skilled actors to profit from their capabilities while at
the same time increasing the overall efficacy of the hacker community as a whole. Thus, money has become a
particularly important motivation for malicious and criminal hackers over the last two decades.
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Figure 7: An Example of an Advertisement in a Carding Forum

Cause

In addition, there has also been a substantial increase in the number of cause-driven hacks over the last
two decades due to the expansion of the Internet and its use in expressing political, nationalistic, and religious
beliefs (Denning, 2010; Holt, 2009b; Kilger, 2010; Jordan & Taylor, 2004). Causes vary based on the location of a
group in the world and their cultural, ideological, political, and religious orientations. Malicious hackers can often
apply their knowledge and skills to engage in attacks on behalf of a particular belief system in order to exert
influence over policies or actions made by another group (Denning, 2010; Kilger, 2010). For example, the group
Anonymous engaged in a number of attacks against MasterCard, Visa, and PayPal after they cut financial service
processing for the website WikilLeaks (Halliday, 2011). The group began a campaign of DDoS attacks to express
their dissatisfaction with these companies’ practices after the release of sensitive diplomatic cables from the
United States. These attacks involved individuals who do not necessarily have hacking skills, but were able to
attack through the use of easy-to-use tools (Halliday, 2011). As a result, cause-based attacks are changing through
the emergence of simple tools and audiences interested in expressing their opinions through on-line
environments (Denning, 2010; Kilger, 2010).

The Emerging Future and Nature of CyberAttacks

Gaining a better understanding of the motivational, social, political and economic forces at work in the
hacking community provides substantive context to understand how social forces shape the nature of new
emerging digital threats. A more comprehensive perspective will enable researchers and policymakers to better
predict the characteristics of cyberthreats that will emerge in the next few years and help them marshal resources
and plan for these threats before they appear on the event horizon.

One of the most serious cyber threat vectors comes from non-state actors with no actual affiliation to a
particular nation. Lynn (2011) argues that nation states are not the most likely to initiate a catastrophic attack,
but rather a terrorist group or even just a group of programmers. A number of researchers have outlined the
emerging threat posed by individuals and groups to perform potentially serious cyberattacks (Denning, 2010;
Kilger, 2010; Holt & Kilger, 2012). This is a consequence of the changing technological landscape that allows non-
nation state actors to effectively target the various resources of a nation state (Kilger, 2010, Holt & Kilger, 2012;
Holt, Kilger, Chiang, & Yang, 2012). Specifically, attackers need minimal financial and man-hour resources in
order to produce attacks with a high probability of success while generating a low likelihood of being
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apprehended. The result is a fundamental shift in the traditional power relationship between the individual and
the nation-state. Single actors or small groups of actors not associated with the formal apparatus of a nation-state
can now plan and execute effective cyberattacks that can have non-trivial effects on the critical infrastructure,
economy and national security of a targeted nation-state.

As a consequence, these actors have been identified as “civilian cyber-warriors” referencing their roles as
non-military or state actors targeting government resources (Holt & Kilger, 2012; Holt et al., 2012; Kilger, 2010).
The intended targets of cyberattacks by cyberwarriors do not necessarily have to be a foreign nation-state. In a
recent study it was found that not only were some individuals willing to propose a cyberattack on a foreign
country in retribution for an act that harmed their fellow citizens, some of these study participants proposed
cyberattacks on their own homeland in retaliation for harmful acts that their homeland committed against their
own country (Holt & Kilger,2012). In addition, a number of tools are emerging for use in cyber-attacks by
individuals with varied technical skill. Specifically, social networking sites and other media platforms have been
used to identify and elicit participation in DDoS attacks against various targets, as in the recent attacks against
Iranian presidential candidates (Ollmann, 2010). The increasing ease with which individual citizens can be co-
opted into politically motivated attacks demands greater research into both the identification of individuals
willing to engage in politically driven hacking (Denning, 2010; Holt & Kilger, 2012; Kilger, 2010) and the technical
means to defeat these attacks (Ollmann, 2010).

Further research is also needed on the ways that the hacker community will serve a supporting role in the
facilitation of social movements. One important example of the application of hacking skills toward a specific
cause are the recent events surrounding the Arab Spring which began in 2011. The Egyptian government sought
to shut down communications between activists during the uprising of January and February 2011 due to
protesters using social media, including Twitter and Facebook, as platforms to demonstrate opposition to the
government and coordinate protest actions. Thus, individuals resorted to alternative services such as Google’s
speak 2tweet and software hacks provided by various members of the hacking community to circumvent
government restrictions (Dunn, 2011). Itis clear that as social media becomes a vital resource for social
movements that the hacking community will serve a pivotal role in the circumvention of government censorship
and promotion of digital communications in the success or failure of small-scale as well as large national scale
social movements.

In addition to disaffected individuals or small groups of hackers, there is increasing evidence that nation-
state conflicts will utilize cyberspace as a combat vector. Much has been made of the threat of “cyberwar,” (Clark,
2010; Brenner, 2008), but many experts in the field including the White House’s cyber security coordinator
Howard Schmidt declare that there is no such thing (Schmidt, 2010). Instead many researchers point to the term
cyberconflict to describe the efforts of nation-states to gather intelligence from and plan the disruption of key
industrial and military computer networks. Probably the most famous cyberconflict incident is that of Stuxnet, a
computer worm that is designed to attack only Programmable Logic Controllers (PLCs) that run Siemens step 7
software using a specific configuration that matched those centrifuges used by Iran at its Natanz uranium
enrichment facilities (Clayton, 2010; Kerr, Rollins, & Theohary, 2010). Further, the Stuxnet worm deployed a
strategy that resulted in significant suboptimal enrichment of uranium as well as inflicting physical damage to the
centrifuges in a stealthy manner that made it difficult to discern that there was a systematic attack on the
machinery. There is no doubt that Stuxnet was of the most sophisticated cyberattacks on an industrial system that
has ever been uncovered (see Shakarian, 2011 for a more complete description of the worm and its consequences)

One of the hottest topics of debate about Stuxnet was in terms of its attribution. Many in the popular
media have speculated as to the origins of the program and its deployment. While there have been suspicions that
it was mostly an Israeli effort with assistance from the United States based on clues and supposition with the
program code (Clayton, 2010; Kerr et al., 2010), no compelling evidence has surfaced that this is the case. It has
long been asserted that the attribution of an attack is a difficult issue in the field of information security and often
many attacks ultimately are not attributable to an identifiable individual or group of individuals (Brenner, 2008).
An even more slippery situation is where attribution is claimed by a group that has no self-proclaimed leadership,
hierarchy or formal structure or membership as is exemplified by the hacktivist group Anonymous (Denning,
2010).

A closer look at the consequences of attribution suggest that it could possibly play less of an important
role in cyberconflict than originally thought, at least in this early age of cyber warfare. The classic use of
attribution in nation-state conflict is to identify the parties responsible for a specific act or acts that cause harm to
that country or its allies with the purpose of responding to that hostile act with a retaliatory act against the
aggressor or one or more of the aggressors’ allies. That is a dangerous and slippery slope that could lead to
considerable conflict and damage both to critical infrastructures of nation-states as well as significant economic
loss and non-trivial loss of life. Itis hoped by the time that this juncture is reached that policymakers will have
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developed effective strategies that will diffuse serious cyberconflict situations so that they do not end up being
resolved with Kkinetic solutions. At least one researcher has suggested that there are some lessons to be learned in
the cyberconflict arena from the early years of deployment of nuclear weapons where policymakers successfully
threaded a complex and serious set of issues that eventually resulted in policies for developing, stationing, using
and limiting strategic weapons that prevented exchanges of nuclear weapons that might have eliminated a
significant portion of the world’s population (Nye, 2011).

The last topic concerns the increased participation in cybercrime by individuals who possess insufficient
technical skills to otherwise complete the acts that they engage in. Historically, the archetype of script kiddies
were those who would collect malicious scripts or tools written by more skilled individuals and deploy them
against targets without understanding the theory or principles behind the strategy (Furnell, 2002; Jordan &
Taylor, 1998). Being a low skilled script kiddie does not necessarily eliminate the threat that person poses for
infrastructure managers and system administrators. For instance, Michael Calce, aka Mafiaboy, was a Canadian
high school student with modest computing skills who deployed malicious software he had obtained on the
Internet in a number of large DDoS campaigns against a number of high profile companies including Yahoo, Dell,
CNN and others. While estimates of the damage caused vary, most of the estimates are in excess of $1 billion
dollars worth of damage caused when users could not access websites for the aforementioned companies (Palmer,
2011).

Another scenario involves low skilled actors deploying sophisticated attack and exploit tools that they did
not author against valuable but systemically unstable industrial or critical infrastructure systems (Brodscky &
Radvanovsky, 2010). Sometimes the mere fact that an unsophisticated individual has gained access to and is
“wandering around” in an industrial control system that is highly susceptible to changes in configurations or ill-
timed commands can pose serious problems if they unwittingly disturb some element of the system. The third
concern is that some small proportion of these low skilled actors will continue down the path towards becoming a
skilled cybercriminal. If being a script kiddie is an evolutionary step which some may move beyond (Holt, 2010),
then there is the distinct possibility that low skilled cybercriminals may evolve into more highly skilled, expert
cybercriminals who are capable of writing their own sophisticated malware. In fact, the risk of detection or arrest
for involvement in cybercrimes is substantively lower than that of traditional crimes due to difficulties in
attribution, jurisdictional complications, and evidentiary issues (Brenner, 2008). Additionally, the intense social
nature of the hacking community and the power of computer mediated communication provide a fertile
environment for individuals who do not know each other to mentor others in terms of programming skills,
knowledge of networking protocols, information security techniques and vulnerability discovery/exploit
development skills and strategies. All of these factors contribute towards the potential continued growth of a
segment of the population who are increasingly disposed to malicious online behaviour.

SUMMARY & CONCLUSIONS

While the information security field has placed significant emphasis on the technical issues of
vulnerability identification and protection of systems, there is less attention paid to the social elements that often
shape and drive efforts to compromise servers, networks and critical infrastructure systems. The objective of this
discussion has been to encourage information security professionals to consider the key role that social processes
and forces play in the motivations of online malicious actors as well as outline how social forces may shape
emerging cyberthreats in the near term. Further research into how social forces form and shape the cyberthreat
matrix is clearly needed, as well as theoretical and empirical research into the social aspects of cyberthreats to
provide the field with a perspective that deviates from its traditional defensive, reactive reply to information
security threats. It is hoped that this discussion will spur further thought, discussion and progress in this critical
area.
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