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Challenge 1: Pcap Attack Trace (intermediate)  

Submission Template  

 

Send submissions to forensicchallenge2010@honeynet.org no later then 17:00 EST, Monday, February 

1st 2010. Results will be released on Monday, February 15th 2010. 

 

Name (required): Franck Guénichot 

Country (optional): France 

 

 
Question 1. Which systems (i.e. IP addresses) are involved? Possible Points: 2pts 

Tools Used: tshark, p0f Awarded Points:2pts 

Answer 1. 

Using tshark, it is possible to list IP hosts involved in  a traffic capture file. This will give us some clues about the number of 

hosts involved in the attack / network incident. 

 

franck@ODIN:~/Analysis/Sources/Honeynet/Challenge 1$ tshark -r attack-trace.pcap -z ip_hosts,tree -qn 

 

=================================================================== 

 IP Addresses           value         rate      percent 

------------------------------------------------------------------- 

 IP Addresses            348       0,021456                 

  98.114.205.102          348       0,021456         100,00% 

  192.150.11.111          348       0,021456         100,00% 

 

=================================================================== 

So, only two hosts are involved, surely the attacker and the victim hosts. But, who was attacked ? 

We have to know which one is the attacking host. But let's see that later... 

 

The second valuable information to find at this steps, is maybe what operating systems are involved. We could try to guess 

this by using p0f. p0f is a passive OS fingerprinting tool, meaning that it will try to identify which operating systems are used 

by the two hosts involved in this trace file, by analysing various network metrics. 

 

franck@ODIN:~/Analysis/Sources/Honeynet/Challenge 1$ p0f -s attack-trace.pcap -N 

p0f - passive os fingerprinting utility, version 2.0.8 

(C) M. Zalewski <lcamtuf@dione.cc>, W. Stearns <wstearns@pobox.com> 

p0f: listening (SYN) on 'attack-trace.pcap', 262 sigs (14 generic, cksum 0F1F5CA2), rule: 'all'. 

98.114.205.102:1821 - Windows XP SP1+, 2000 SP3 

98.114.205.102:1828 - Windows XP SP1+, 2000 SP3 

98.114.205.102:1924 - Windows XP SP1+, 2000 SP3 

192.150.11.111:36296 - Linux 2.6 (newer, 3) (up: 11265 hrs) 

98.114.205.102:2152 - Windows XP SP1+, 2000 SP3 

[+] End of input file. 

 

P0f gives us interesting informations about the operating systems we have to deal with. 

 

Using tshark and p0f, we have determined that two hosts are involved: 98.114.205.10 which is (surely) a Windows XP/2k 

host and 192.150.11.111 which is a Linux 2.4/2.6 host. 
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Examiner's Comments: 

 

 

 

Question 2. What can you find out about the attacking host (e.g., where is it located)? Possible Points: 2pts 

Tools Used:tshark, whois, geoiplookup, maxmind geoip online Awarded Points:2pts 

Answer 2. 

 

First we have to know who is the attacking hosts. 

 

 
The 2 first sessions are good candidates to identify which is the attacker and which is the victims. 

98.114.205.102 has established a TCP conversation with 192.150.11.111 on port 445/TCP (microsoft-ds). 

This TCP port is a well-known ñvulnerableò port. At least, it has been (and even actually is) a vector for worm propagation. 

So, lets say 98.114.205.10 is the attacking host and 192.150.11.111 : the victim. 

 

But it may be a good idea to submit this capture file to an IDS like snort to confirm this assumption: 

 

 
Ok, snort has detected something interesting and confirms that 98.114.205.102 is really the attacker. 

 

Now, geoiplookup will help us in finding, where is located the attacking host: 

 

 
United States. 

 

It is, also, possible to use Maxmind GeoIP online: 

 

GeoIP online informations: 

 

Host: 98.114.205.102 

Country Code: US 

Country name: United States 

Region : PA 
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Region name:  Pennsylvania 

City: Southampton 

Postal code: 18966 

Latitude: 40.1877 

Longitude: -75.0058 

ISP: Verizon Internet Services 

Organization: Verizon Internet Services 

Metro code: 504 

Area code: 215 

 

 

 

Examiner's Comments: 

 

 

Question 3. How many TCP sessions are contained in the dump file? Possible Points: 2pts 

Tools Used: tshark Awarded Points:2pts 

Answer 3. 

 

Tshark can list TCP conversations (or sessions) with the stats switch (-z) and the conv,tcp parameter. 

 

 
 

We can see 5 TCP sessions in the capture file. 

TCP conversations in this kind of tshark stats are ordered by the amount of Bytes exchanged, thus they cannot be used to 

define the flow graph of the attack. 

 

 

 

 

 

 

Examiner's Comments: 

 

 

 

 

 

Question 4. How long did it take to perform the attack? Possible Points: 2pts 

Tools Used: capinfos, tshark Awarded Points:1.5 

pts 

Answer 4. 

capinfos gives valuable informations on a pcap file. 
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For example it gives the start and end time of the capture file, and the capture duration. 

After having analyzed the capture file, I've assumed that all the traffic is part of the attack or consequence of the exploit. 

So, the total duration of the attack is equal to the capture duration of the pcap file. (See below) 

 

 
So, 16 seconds were needed from the beginning of the exploit until the end of the attack. 

 

This duration can be sliced in 4 parts: 

Part 1: the recon ? (frame #1 to #4 : ~ 151 ms) 

Part 2 : the exploit (frame #5 to # 40: ~ 2 seconds) 

Part 3 : the command line (frame #36 to # 51 : ~ 3 seconds) 

Part 4: the FTP dialog: (frame #50 to #67: ~ 1 second) 

Part 5: the evil download: (frame #68 to  #338: ~ 10 seconds) 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Examiner's Comments: 

 

 

Question 5. Which operating system was targeted by the attack? And which service? Which 

vulnerability? 
Possible Points: 6pts 

Tools Used: tshark Awarded Points:5pts 

Answer 5. 

Well, it seems evident that the operating systems that were targeted are Microsoft Windows: NT4.0, 2000 SP2 ï SP4, XP 
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SP1, Server 2003. 
 
The exploited service was  Local Security Authority Subsystem Service (LSASS). 
 

The vulnerability was CVE-2003-0533 (MS04-011), the well-known ñLSASS buffer overflowò vuln exploited by the sasser 

worm for example. 

 

This vulnerability exploit a lack of array boundary checking  in a LSASS function (Operation: 

DsRoleUpgradeDownlevelServer) which lead to a buffer overflow and could be use to execute code remotely. 
 

 

 

 

 

Examiner's Comments: 

 

 

Question 6. Can you sketch an overview of the general actions performed by the attacker? Possible Points: 6pts 

Tools Used: wireshark Awarded Points:6pts 

Answer 6. 

 

First the attacker made a sort of recon on the victim 445/tcp port. 

 
The it tries to exploit the vulnerable host: 

Connects to IPC$ share on the victim and requests \lsarpc 

 
 

 

 

 

 

 

Then it attacks (exploits) the vulnerability (frame #33): 
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Now, the victim has a new tcp socket listening on port 1957, with a command shell bound to it. 

So the attacker will connect to this port, to send to the victim commands needed to download the malware. 

 

The command sent were: 

 

 
Then the victim will initiate an FTP connection to the attacker and will try to download a file name ssms.exe: 

Then attacking hosts will then connect back to the victim on the annouced tcp port (PORT command) 
The malware is retrieved, and executed on the victim. 

 

 
 

 

 

 

 


