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Data Preprocessing with                 &  

Å I wanted to visualize the log files with an visualization application written 
in Java developed for real-time event processing. 
 

Å To make use of this tool, we need some preprocessing: 
ï Normalize the timestamps to ISO format using Python scripting. 
ï Merge all log files into one chronological file using Bash. 

fischer@fischer - ubuntu :/ mnt / fischer / sanitized_log $ ./convert.sh  
 

Importing and normalizing timestamps auth.log... - > sanitized_events.tmp.auth.log  

Importing and normalizing timestamps daemon.log... - > sanitized_events.tmp.daemon.log  

Importing and normalizing timestamps debug... - > sanitized_events.tmp.debug  

Importing and normalizing timestamps dpkg.log... - > sanitized_events.tmp.dpkg.log  

Importing and normalizing timestamps kern.log... - > sanitized_events.tmp.kern.log  

Importing and normalizing timestamps messages... - > sanitized_events.tmp.messages  

Importing and normalizing timestamps secure... - > sanitized_events.tmp.secure  

Importing and normalizing timestamps user.log... - > sanitized_events.tmp.user.log  

Importing and normalizing timestamps www - access.log... - > sanitized_events.tmp.www - access.log  

Importing and normalizing timestamps www - error.log... - > sanitized_events.tmp.www - error.log  

Importing and normalizing timestamps www - media.log... - > sanitized_events.tmp.www - media.log  

Sorting the output file based on timestamps... - > sanitized_events.log  

Removing temporary files...  
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Analyzing and Importing the Events 

Å All log lines (events) start with a proper timestamp after preprocessing. 

Å Let's write an analyzer module for our Java application: 

ï Read events from text files. 

ï9ȄǘǊŀŎǘ ŦƛŜƭŘǎ ŦƻǊ ƘƻǎǘƴŀƳŜΣ ǇǊƻŎŜǎǎΣΧ 

ï Extract all IP addresses and make cached geo lookups. 

ï Apply scoring* for well-known errors & risks 
based on regular expressions and weighted average for similar messages. 

ï Create Java objects to represent events. 

ï Forward the events to the visual analytics tool for interactive exploration. 

fischer@fischer - ubuntu :/ mnt / fischer / sanitized_log $ tail - 5 sanitized_events.log  

 

2010 - 05- 02T23:11:01 app - 1 CRON[5319]: pam_unix ( cron:session ): session closed for user root  

2010 - 05- 02T23:11:02 app - 1 CRON[5316]: pam_unix ( cron:session ): session closed for user root  

2010 - 05- 02T23:11:13 app - 1 sudo :   user1 : TTY=tty1 ; PWD=/ var  ; USER=root ; COMMAND=/bin/tar - cpzf  log.tar.gz log  

2010 - 05- 02T23:11:13 app - 1 sudo : pam_unix ( sudo:session ): session opened for user root by user1( uid =0)  

2010 - 05- 02T23:11:13 app - 1 sudo : pam_unix ( sudo:session ): session closed for user root  

* in a real scenario we would have more data for peak, trend and pattern detection on the event stream. 
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Event Visualizer 

ÅThe Event Visualizer is a visual analytics tool. 

 

ÅIt is a loosely coupled modular system for 
collecting, processing, analyzing and 
visualizing dynamic real-time event data 
streams. 
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Explanations ς Real-Time System 

ÅI was interested in the real-time use case, 
therefore I decided to stream the available log 
dumps into the system in real-time. 

 

ÅColor does reflect the 
score, based on rules 
and simple "anomaly". 

 

ÅMany observations can be made during visual 
exploration. 



Visualization is updated in Real-Time. 
(Log data is treated as "live stream") 

events on 
2010-03-18 

Interesting Observation: 
No log data for 2010-03-17. 

events on 
2010-03-16 
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Explanations ς Layout Algorithm 

ÅThe space available for each day is fixed, 
which is important for real-time analysis to 
have a static non-changing layout. 

 

ÅIf the number of events per day exceeds the 
available space, less important (lower score) 
events will be removed in favor of more 
important ones. The number of removed 
events is shown as label (e.g., "+296 events). 



Interaction with the Timeline 

{ŜƭŜŎǘƛƻƴ ƻŦ ŀƴ ŜǾŜƴǘ ƛƴ ǘƛƳŜƭƛƴŜΣ ǿƛƭƭΧ 
Å enlarge the selected event. 
Å show the tooltip with the full message. 
Å highlight other occurrences of this event in the timeline. 
Å draw connecting lines to easily spot occurrences on 

long timelines located outside the visible region. 
Å show the Event Details with a line chart for this event type. 
Å will extract IP addresses and will search all events and will 

highlight them in black.  

Interesting Observation: 
Configuration Problem? 
Binding problems of SSHD! 
(several occurrences) 



Several Aligned Timeline Visualizations for Different Services 

Different Services/Programs: 
Each service has its own timeline. This reduces the 
number of changes and gives us more time for 
exploration. "Successful Logins" for example have 
their own timeline, because we are often interested 
in these. 
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Explanations ς Panning & Zooming 

ÅThe visualization is drawn to a Zoomable User 
Interface, which provides zooming & panning 
capabilities. 

 

ÅWhile the data is incrementally loaded, we 
can start to explore the different timelines, by 
panning & zooming around. 

 

ÅNew data will be added on the right. 



Interesting Observation: 
MySQL does complain several times about accounts without password. 



Common Cronjob Events plotted over Time 

Interesting Observation: 
There is much log data missing. We should definitely check our 
remote syslog server (not mentioned by FC5 winners). 
Maybe the attackers tried to wipe their traces? 



Interesting Observation: 
High number of CMOS error messages on 2010-04-14. 



Brute-Force Attacks from around the World 



Where do 
successful logins 

come from? 

Which are the most popular non-
existing user names the attackers 

tried to login with? 



Drill-Down and Area Selection loads 
ŀƭƭ ƭƻƎƛƴǎ ŦǊƻƳ ǘƘŜ ǎŜƭŜŎǘŜŘ ŀǊŜŀΧ 


