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Data Preprocessing witlubuntu

A | wanted to visualize the log files with an visualization application written

In Java developed for reime event processing.

A To make use of this tool, wesed some preprocessing:
I Normalize the timestamps to ISO format using Python scripting.
I Merge all log files into one chronological file using Bash.

fischer@fischer
Importing
Importing and normalizing timestamps debug...

Importing and normalizing timestamps dpkg.log...
Importing and normalizing timestamps kern.log...

Importing and normalizing timestamps messages...

Importing and normalizing timestamps secure...
Importing and normalizing timestamps user.log...
Importing and normalizing timestamps www
Importing and normalizing timestamps www
Importing and normalizing timestamps www
Sorting the output file based on timestamps...
Removing temporary files...

- ubuntu :/ mnt/ fischer

and normalizing timestamps auth.log...
Importing and normalizing timestamps daemon.log...

/ sanitized_log $ ./convert.sh
- > sanitized_events.tmp.auth.log
- > sanitized_events.tmp.daemon.log
- > sanitized_events.tmp.debug
- > sanitized_events.tmp.dpkg.log
- > sanitized_events.tmp.kern.log
- > sanitized_events.tmp.messages
- > sanitized_events.tmp.secure
- > sanitized_events.tmp.user.log

- access.log... - > sanitized_events.tmp.www - access.log
- error.log... - > sanitized_events.tmp.www - error.log
- media.log... - > sanitized_events.tmp.www - media.log

- > sanitized_events.log

Fabian Fischer | Data Analysis and Visualization Group | University of Konstanz
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Analyzing and Importing the Events

A All log linesdventy start with a proper timestamp after preprocessing.

A Let's write aranalyzer moduleor our Java application:
I Read events from text files. S
i 9EGUNI OG0 FTASEtRA F2N K2adyl @ LIN2 OS
I Extract all IP addresses and make cached geo lookups.

I Apply scoring* for welknown errors & risks
based on regular expressions and weighted average for similar messages.

I Create Java objects to represent events.
I Forward the events to the visual analytics tool for interactive exploration.

fischer@fischer - ubuntu :/ mnt/ fischer / sanitized_log $ tail - 5 sanitized_events.log

2010- 05-02T23:11:01 app-1 CRON[5319]: pam_unix ( cron:session ): session closed for user root

2010- 05-02T23:11:02 app -1 CRON[5316]: pam_unix ( cron:session ): session closed for user root

2010- 05-02T23:11:13app -1 sudo: userl:TTY=ttyl; PWD=/ var ; USER=root ; COMMAND=/bin/tar -cpzf log.tar.gz log
2010- 05-02T23:11:13 app -1 sudo: pam_unix (sudo:session ): session opened for user root by userl( uid =0)

2010- 05-02T23:11:13 app -1 sudo: pam_unix (sudo:session ): session closed for user root

*in a real scenario we would have more data for peak, trend and pattern detection on the event stream.

Fabian Fischer | Data Analysis and Visualization Group | University of Konstanz S



Event Visualizer

A TheEvent Visualizés a visual analytics tool.

Altis a looselgoupled modular system for
collecting processing, analyzing and
visualizing dynamiealktime eventdata
streams.

Fabian Fischer | Data Analysis and Visualization Group | University of Konstanz 4



Explanationsg ReatTime System

A | was interested in theeal-time use case
therefore | decided to stream the available log
dumps into the system in redime.

@ Scoring Colormap Linkage Colarmap

A Color does reflect the e

score, based on rules - — ——
and simple "anomaly”.

A Many observations can be made during visual
exploration.

Fabian Fischer | Data Analysis and Visualization Group | University of Konstanz 5



Visualization is updated in Redlime.
(Log data is treated as "live stream")

File

Edit View Tools Window Help

: [ 'ﬁw B

&

0

0 100 200 300 400 500
Service Filter
Monitor Ser... Service Events
il [app-1-kernel 9493 .
El lapp-1 2555
& lapp-1-sudo 1164
[¥] @pp-1-su 472 =
[¥] @pp-1-user 17|
F lapp-1-cron 16784
] lapp-1-accept... 54—
& lapp-1-failures 2680
] |hoover 3~
Category Filter (Subservice)
Monitor Ser... Service Events
] kernel: 9493 .
E login 15|
F lsudo: 1176
] su 478
H laroupadd 5 .
Fulltext Search
| [ e
Analyzed Events | Second

Accepted Events: 37083 Filtered Events: 0

200

00:05
Incoming Events I Filtered Events

00:06

Keep Events in Memory

app-1-accepled-password

app-1-failures

hoaver

app-1-failed-password

app-1-invalid-user

gu—

% |: Real-Time Connector 40 % || RealTime Event Line Visuslization 5| Real-Time Text _— phic Overlay Map 1 5| Real-Time Text Cloud Visualization % EEE >
E i E|
£ [ s | Replay| Local Syslog Fie _ _ _ } - 3
i Live Events Search Result Events Subservices Events per Block: g
'S | Description s
This connector can be used for investigative log
& | analysis of compromised hosts. This connector
© | wascreated for:
=
S The Honeynet Project
= Forensic Challenge 10
z " Attack Visualization” Tue Mar 16 00:00:00 CET 2010 Thu Mar 18 00:00:00 GET 2010
5
&
= Fabian Fischer /Wed Dec 14 22:16:11 CET 2011 app-1-kernel
£ | sorted Events Log File: +Beevens + 3697 everts
2 | [zosanitazd Joglsanitized_events log | app-1
&
& Save for Replay
e | W W SN0 0 0
Load Events ] app-1-su
i Real-Time Filter asn app-1-user
Minimum Score Threshold Score Filter Disabled!
app-1-cron

S—

|

events on
20100316

events on
20100318

Interesting Observation:
No log data for 20103-17.

word Search

running...

Events Log File |




Explanationsg Layout Algorithm

A The space available for each day is fixed,
which Is important for reatime analysis to
have a static noithanging layout.

A If the number of events per day exceeds the
available space, less important (lower score)
events will be removed In favor of more
Important ones. The number of removed
events Is shown as label (e.qg., "+296 events).

Fabian Fischer | Data Analysis and Visualization Group | University of Konstanz 7



[2010-03-16 08:25:22] - error: Bind to port 22 on 0.0.0.0 failed: Address already in use. b

app-1-kernel

{ St

o Bo I I I Ix

Interaction with the Timeline

Tue Mar 16 00:00:00 CET 2010

Interesting Observation:
Configuration Problem?
Binding problems of SSHD

(several occurrences)

+ A8 avenis

T il

+ 2007 wvars

app-1

app-1-sudo

SOuUAz2zy 2F +y S@Syd Ay
enlarge the selected event.
show the tooltip with the full message.

uuuuuuuuuuu

Event Message

Scoring Summary

highlight other occurrences of this event in the timeline.
draw connecting lines to easily spot occurrences on

long timelines located outside the visible region.

show theEvent Detailsvith a line chart for this event type.
will extract IP addresses and will search all events and will

highlight them in black.

f



Several Aligned Timeline Visualizations for Different Services

Tue Mar 16 00:00:00 CET 2010

app-1-kernel

+ 2906 avenis

app-1

app-1-sudo

app-1-su

app-1-user

app-1-cron

app-1-accepted-password

app-1-failures

hoover

app-1-failed-password

app-1-invalid-user

Different Services/Programs:
Each service has its own timeline. This reduces the
number of changes and gives us more time for
exploration. "Successful Logins" for example hav
their own timeline, because we are often intereste
in these.

(D

174
o




Explanationsg Panning & Zooming

A The visualization is drawn toZnomableUser
Interface, which provides zooming & panning
capabillities.

A While the data is incrementally loaded, we
can start to explore the different timelines, by
panning & zooming around.

A New data will be added on the right.

Fabian Fischer | Data Analysis and Visualization Group | University of Konstanz 10



Interesting Observation:
MySQL does complain several times about accounts without passv

File Edit View Tools Window Help

e @

Real- Tme Event Line Visualization ¢ | Real-Time Text on_ = Overlay Map Visual: % Real-Time Text Cloud Visualization [ (2] [: event Detaiis X

Scale:Days v | | Reset

Template Manager

Live Events Search Result Events Subservices Events per Bl

Color Window

Event Details

Thu Mar 18 00:00:00 CET 2010 et

WARNING: mysql.user contains 2 root accounts without password!

Backend Connector

s

|2010-03-18 17:01:44 |

Graph Window

Service:  [appt |

Category:  |fetc jan-start |

Extracted Event Fields

property value
(fadility |Challenge 10
dataset |Forensic Challenge 2011

Real-Time Connector

Scoring Summary

Based on 'snomaly’ the score was: 75

Real-Time Filter

Total Events:

11,03, 18,03, 25,03 0104, 08.04.

Keyword Search Load Events from Backend |




CommonCronjobEvents plotted over Time

2503,

Y

Interesting Observation:

There is much log data missing. We should definitely check o
remote syslog server (not mentioned by FC5 winners).
Maybe the attackers tried to wipe their traces?

ur



Interesting Observation:
High number of CMOS error messages on A0404.
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Brute-Force Attacks from around the World
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Which are the most popular non
existing user names the attackers
tried to login with?
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